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Mysql Etcd/Consul MQTT Server

BRSAHFEFTENRENT:

LRSS (authserv): KMERFR. AFBEANNSHRR.

RS (baseserv): SLHIEERSEMIZED, MALREIEEANRE. BRS5EEE
BHERE,

W EZEANR S (device-connector): ®&EBIE MQTT EZZEIFE S %, I E T4,
EHLER, BHEES.

App AR Gi(app-connetor): AABE MOTT EZFIF A0S, METE, &
S, BEBANE,

OMS: EEEIERZ., AW AFBARTEENRETE,

BENER (OMS.pdf) BN,

PMS: FEEHRSG., AFRREFE M web EIEFE,

ApiService: WA AMAAmED, XFAFEMR. 2% HE/MEhrE, CIERE,
BEARILE,

BENEEEN (ApiService.pdf) BIIEANSHRY,

1.3 F &K
FEEFERAXRBEIEE. mysql, HEFORAEREN EMOX, SEMHLFFF consul
5 etcd B HIUEM AT

2 HEETIE

21 RHEKR
AGERE: PARSHITNBER—BVISL, BWAEANT 4G, CPU A 5 FHIM L,
NHAEBE, WHSAFEKRT 26 RIT,
BIERS: Z3EFERM linux XF7AR, 20 centos. ubuntu, Windows X #F win7 &1 k.



22 BETRBRE
BREEREDUT=ZRE=780M4:
FAEEE: myqgl-server5.7 A L.
SEM G eted 3.4.15 5 consul 1.13.2,
MQTT Server : emagx 4.3.10 T 5 b HE
https://www.emgx.com/zh/try?product=enterprise
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31 ZRERENEA
RAEREBAHMNESFEEEFFN_HTE, BELRSAFRBHGZRINEIARE
BX.
ENMAGERTESAMHN _HFFRFSRERR.
WEPB B3R cetificate: FrBAMF BN HIFTEELBUER, BHATHNRZREBFE—MAHA
3MNHBMIER.

32 HHHR%
BEEBERZOREMAGRE. BUMREFTSESRBAGRER—IEXE, thild
PEEIAREE X,
BELERE, FEFREDTH sql XEFSAZE| Mysql 1, SANEREIZEIEE: xiots .
RETE QIR E xiots BIBR BN T select, delete , remove, update, insert A94%
PR .

33 HFERE
B BB B &R RIS M BT B % T8 config/config.json #1T. B&T PMS 4b, P4
MECETIYERE. SFEETEAR T ISON

"server_id":"n2",
"bind_address":"0.0.0.0:36012",
"registry_center":"etcd",
"registry_address":"127.0.0.1:2379",
"registry_secure":false,
"registry_tls":"",
"cert_path":"/workspace/data/",
"log path":"/workspace/logs/device-connector/",
"log file":"roll.log",
"log level":"DEBUG"
}
server_id REARTI MR, TTUCAEEFFESRFHE, F—REAFMT ML server_id 2%
ANA
bind_address: http MRFIEN ip SimH, WHRZ 0.0.0.0, MAMATLIYH.
registry_center : JEMHLIRAE. Eted MR RLL eted iEMH s consul: FIRLL consul My
Hts.
registry_secure: {EMHORTERMA &R, N IEAIE false,
registry tls : JEMHOKRA tls IEE, HuigEiic 8 Na.
cert_path: iFHiH, HRIFATERR.


https://www.emqx.com/zh/try?product=enterprise

log_path: HEHZ, WBHRIEAERE.
log_file: WA HAENIIFA
log_level: H&EZ%|. # INFO, DEBUG, ERROR, WARN,

PMS Fic. & 1 B -
FHEC AR ZE AR, PMS B B 35 ZEX LA R = A B U & i B -
"app_id":"aad@94274f46650d6224300845dcb9c6"
"app_secret":"74326221f99fd8d83ebf23d78d27df09a"
"bind_address":"0.0.0.0:36001"
app_id :  pms A% js 1 appid, TUARCE AAERN 32 MEEFFE.
app_secret: pms A js 1) app_secret, AT E AT R 32 MEEFRFE.
bind_address: Z5EMihL, SCHELE A w0 RS UG iR B0 bk . G0 TS, G0 RERE RS AR ip M-
192.168.11.30,
D3 3 0 NG 287 18] http://192.168.11.30:36001/ EIA[HEAN pms Fffi.
PMS BRI P 4% admin:wingyouth123

3.4 MRFEI
FrERSEER, BaiZzi, TEEMATHEE:
1. ZEBEREM G key/value FIEIE xiots_config B .
2. EHPEIMNTEED:
mysql  //HERERCE, ISR 3.2 W EMNEEEER P 4S5 %.
{"dsn":"iotdb_user:wingyouth@tcp(db.wingyouth.cloud)/xiots?charset=utf8mb4
&parseTime=True&loc=Local", "log _mode":4}
us_mqgtt //app MImgtt, WDMERBE 32 M KEHH P 5%
{"host":"127.0.0.1:1883","user":"2ea662d49824fb43f49b33bcfd40cfd4", "passwo
rd":"d3e6a59e4ffb09eb9407d735f0elf8f4", "secret_key":"d394d64c39bc14del767bf9
dc2e65e4d"}
ds_mgtt //VG R matt, ATDMERIE 32 AR 5%
{"host":"127.0.0.1:1883","user":"f07e3851b2c7496c637ae7ba51beb1f9", "passwo
rd":"bb9e3b65ce25cd88414d711fd9e9c059", "secret_key":"397227c61e4e715f13d4cd6
b57b76294"}
intra_api //WHBARSS 2 AHFIRIE: appid S EH, Al EARR 32 MK 54 8
{"app_1id":"91943e1465d1dd482c62252893479f58" ,"app_secret":"0ec72c73381e213
dbdc6b4fa2319fd98"}

M EECEE
U EFBREMNE, BUNEEBSNERSANT . KU L authserv RS &R, Hitt
B BNIRFARBR

Linux T J&5h authserv 30 AT 7R
RiIELEBMEL /workspace/data/xiots BE T, M:
cd /workspace/data/xiots/authserv/
nohup .Jauthserv &
Hth BTz Rk A= ash.
3.5 MQTT Server it &
RS EE, BERE emgx WENAR., TBOT:
1. #AN emgx BIREBF vim etc/acl.conf, B AN TERE:


http://192.168.11.30:36001/

{allow, {user, "dashboard"}, subscribe, ["$SYS/#"]}.
{allow, {ipaddr, "127.0.0.1"}, pubsub, ["$SYS/#", "#"]}.
{deny, all, subscribe, ["$SYS/#", {eq, "#"}]}.

2. vim etc/emgx.conf EXIATEEIN:
allow_anonymous = false
acl_nomatch = deny
broker.shared_dispatch_ack_enabled = true
3. vim etc/plugins/auth_http.conf

auth.http.auth_req = {{auth_server}}/auth/client/auth
auth.http.auth_req.headers.content_type = application/json
auth.http.auth_req.method = post

auth.http.auth_req.params = clientid=%c,username="%u,password=%P,ipaddress=%a

auth.http.super_req.url = {{auth_server}}/auth/super/auth
auth.http.super_req.method = post
auth.http.super_req.headers.content-type = application/json

auth.http.super_req.params = clientid=%c,username="%u,password=%P,ipaddress=%a

auth.http.acl_req = {{auth_server}}/auth/client/acl

auth.http.acl_req.method = post

auth.http.acl_req.headers.content-type = application/json

auth.http.acl_reqg.params = access=%A,username=%u,clientid=%c,ipaddr=%a,topic=%t

&, Hd{{auth_server}} iE1R#E authserv IECE MR bind_address FI48E S 0 SATERS S ip 4

B8N http://192.168.33.10:36006/ XHERY url,

3.6
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4.1

4.2

4.3

NHEREBE
TEMNBIMRSHIIHET R, PHRHNEB. EREEERSHXESIEREFZAE
Ta, FRIEDRZ BRI ERIEFERT,
RFEN
XFHRG
BRI X#FEOEANRSE: ApiServ. OMS,
BAFR
FrE X HEHEANBBRS9I@IT HTTP thIEAN.
ERAR

RENEZEDFRBXATEZIWT HARHATEN, AREOZF, HFEBEE appid
(pms B9 A EREERINN ARIT) I BX MRS AFRINE O FHREL JIWT #9 Token,

SRIEHEIREREIAY token I header 8 Token FER1E R R i DUH T B HRLE .

PHP 7RBIZA T

<?php

$curl = curl_init();


http://192.168.33.10:36006/

4.4

curl_setopt_array($curl, array(
CURLOPT_URL => '192.168.33.10:36003/oms/user/add’,
CURLOPT_RETURNTRANSFER => true,
CURLOPT_ENCODING => "',
CURLOPT_MAXREDIRS => 10,
CURLOPT_TIMEOUT => 0O,
CURLOPT_FOLLOWLOCATION => true,
CURLOPT_HTTP_VERSION => CURL_HTTP_VERSION 1_1,
CURLOPT_CUSTOMREQUEST => 'POST',
CURLOPT_POSTFIELDS =>'{"username":"13424240433","password":"000000"}",
CURLOPT_HTTPHEADER => array(

'Content-Type: application/json',

'Token: eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9.eyJhcHBfaWQiOiIilCIpc3MiOil3al
5neW91dGgtand@IiwiZXhwIjoxNjY5NzIzMzc5fQ.oYa__pJcolCLAXHIV1F3iIaYW7532u@TEG9dml
t62Go"

)s
))s
$response = curl_exec($curl);
curl_close($curl);

echo $response;

Hrr, header Ff) Token H@BI 44 FREREZX, HAXNKRSORDIEORS.

EREZE
IKEX token B, FEBIL—EMNEZEXBAFELIZO . T A postman FAY javascript
MEERE:
var app_id = "#kkkxkkskkn o/ /nms HLESHNE appid
var rid = "wekkssklkn s Rl DO BELR AT S B AR
var secret = "Rk SE R R EH
var param = app_id + rid + secret;
var sign = CryptoJlS.MD5(param, {
asString: true
})s
HEAL sign RN HIZEA T4
&JT, #1E post Y body A H json &R FHF .
{"app_id":"{{iot-oms-appid}}","timestamp" :"{{rid}}","sign" :"{{sign}}"}
PHP SEf5I40 T
<?php
$curl = curl_init();
curl_setopt_array($curl, array(
CURLOPT_URL => '192.168.33.10:36003/oms/auth/token’,
CURLOPT_RETURNTRANSFER => true,
CURLOPT_ENCODING => "',
CURLOPT_MAXREDIRS => 10,
CURLOPT_TIMEOUT => 0O,



CURLOPT_FOLLOWLOCATION => true,
CURLOPT_HTTP_VERSION => CURL_HTTP_VERSION 1_1,
CURLOPT_CUSTOMREQUEST => 'POST',
CURLOPT_POSTFIELDS =>'{"app_id":"d@ac73cef081e3653a252f81d989f483","timestamp
":"PPR1.180610.011","sign":"54ce@f7b8be76840cd8683b2fd53a6fc"}"
))s
$response = curl_exec($curl);
curl_close($curl);

echo $response;



